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SECTION I - GENERAL 



1« The classifying of information and material within the cryptologic 
field is an involved and complex problem*, Every document to be classified 
roust be considered ae being unique and one whose classification is dependent 
on factors existing within that document alone* The decision as to the 
proper classification of a document cannot arbitrarily be determined by 
referral to other documents or to specific rules and regulations* Each item 
of Information or material must be adjudged solely » its oka merits and 
classified according to its content* There are, however, certain basic prin- 
ciples of classification which will be of assistance to individuals within 
the cryptologic field in the solution of their classification problems, and 
it Is proposed to set forth these basic principles in this document* 

2* As a basis for classification, it is necessary that all personnel 
be thoroughly conversant with the security classifications established by 
Executive Order 10501s TOP SECRET, SECRET and OONFIDENTIALo These security 
classifications can be stated as follows: 

1 

a* Top Secret s Except as may be expressly provided by statute, 
the use of the classification Top Secret shall be authorized, by appropriate 
authority, only for defense information or material which requires the highest 
degree of protection* The Top Secret classification shall be applied only 
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to that Information or material the defense aspect of which is paramount, 
and the unauthorized disclosure of which could result in exceptionally 
grave damage to the Nation such as leading to a definite break in diplo- 
matic relations affecting the defense of the United States, an armed attack 
against the United States or its allies, a war, or the aoepm&se of mili- 
tary or defense plans, or intelligence operations, or scientific or tech- 
nological developments vital to the national defense* 

b 0 Secret : Except as may be expressly provided by statute, the 
use of the classification Secret shall be authorized, by appropriate 
authority, only for defense information or material the unauthorized dis- 
closure of which could result in serious damage to the Nation, such as fay 
jeopardizing the international relations of the United States, endangering 
the effectiveness of a program or policy of vital importance to the national 
defense, or co m promising important military or defense plans, scientific or 
technological developments important to txa&SamS, defense, or information 
revealing important intelligence operations* 

Co Confidentia l: Except as say be expressly provided by statute, 
the use of the classification Confidential shall be authorized by appropriate 
authority, only for defense Information or material the unauthorized dis- 
closure of which could be prejudicial to the defense interests of the nation* 
do Confidential - Modified Handling Authorized : This does not 
constitute a separate and distinct classification category* Information must 
meet the requirements set down above for Confidential material* The addition 
of the notation *%aodified handling authorized’* only permits modification of 
the storage and transmission procedures* 
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3 o Within the cryptologic field we mist provide even more safeguards 
for our activities than are provided for under the standard security classi- 
fication 8 0 Before any official cryptologic inf onset loo Is to be disseminated, 
it must be determined that the recipient has a need-to-Imowo Information 
of an unclassified nature pertinent to the mission of cryptologic activity 
should not be discussed with anyone except for official business purposes 0 
4 o Beyond the basic classifications established by Executive Order, 
wa recognize that there are special considerations which mist be recognized 
separately because of their Inherently sensitive nature 0 These special con- 
siderations pertain to specific categories of ccrannicabiens intelligence 
(QOKENT) and are identified by the assignment of a distinctive codeword o 
The classification of COMINT involves two distinct considerations 3 the 
security of the information and the sensitivity of the source front which the 
information was derived o Either or both considerations may affect the classi- 
fication, dependent upon whether the information or the source is the more 
ssnsitlveo 

5 o Initially, GQMZNT material comes to this Agency as raw traffic which 
has been intercepted by field station activities throughout the worldo This 
traffic is classified no lower than CONFIDENTIAL until such time as an 
analytical processing is begun 0 From the analysis of this raw traffic, we 
derive three types of intelligence a 

fto Crypt intelligence is that COMINT which results from cryptanaly- 
sis of the systems utilized by message originators to protect the traffic 
during its transmission 0 This includes speech and facsimile security systems o 
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bo Traffic intelligence is that OOMXKT which results from traffic 
analysis of intercepted electrical cceEssiiontionso This includes OOMINT 
produced by all means short of crypte&alyaea of message texts* 

Co Intelligence derived from the analysis of plaint east traffic* 

6 0 Information derived from these three analytical processes (crypt" 
analysis, traffic analysis and plaintext analysis) is divided into three 
security categories* 

ao Category HI OOMINT (Top Secret Codeword) contains information 
of the highest classification and is the most sensitive category whose source 
mast be protected at all costso In general, this will include information 
derived from cryptanalysis (except for designated types of COMINT), special 
weather cryptanalysis and traffic analysis of certain high level systems as 
opacified by existing authorities and highly informative plaintext « 

bo Category U COMINT (Secret Codeword) is less sensitive than the 
preceding category in that protection of its source is not always the over- 
riding consideration and is one which can, by acceptance of a calculated 
risk, be disseminated with a less rigid standard of securityo 

Co Category X COMINT (Non-Codeword) is subject to the least re- 
strictive regulations of the three categories end will include certain types 
of low level COMINT as specified by existing authorities o Material in this 
category will be classified no lower than CONPIDBNTIAL without the assign- 
ment of any codeword* Extrema care mast be utilised in placing OOMINT In 
this category o (See paragraph 7, Section VI - OONFIDBNTIALo) 

7» In addition to these categories, there are certain other basic 
statements that are acceptable as guide lines in determining classifications.) 
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a* 00MHTP will normally be considered as falling within Category 
III except for such specific systems as have been mutually agreed upon by 
UK and the UoSo to be in other categories o This list is available in PROD 
(»SA-0621)o 

bo Standing operating procedures* personnel reports* organisa- 
tional charts and instructions manuals governing respective COHINT organi- 
sations will be classified according to the information contained therein! 
those Indicating operational capacity or success will be classified at 
least SECRET o Classification problems which cannot be resolved by the 
originator will be referred to NSA Classification Advisory Panel,, 

Co In reference to type of cryptosystems* the terms "low grade"* 
"medium grade" and "high grade" are often usedo Definition of these cate- 
gories are as follows; 

(1) low-grade . Pertains to a cryptosystem which 
offers only slight resistance to cryptanalysis; 
for examples (1) Playfair ciphers* (2) Single 
transposition* (3) Dhonciphered one-part codes o 

(2) medium grade . Pertains to a cryptosystem which 
offers considerable resistance to cryptanalysis; 
for example: (1) Strip ciphers, (2) Polyphase trans- 
position* (3) Unenciphered two-part codes* 

(3) high-grade . Pertains to a cryptosystem which 

offers a maximum of resistance to cryptanalysis; 
for example: (1) Complex cipher machines, (2) one- 

time systems* (3) Unknown two-part cedes enciphered 

1 

with an additive book* 
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8 0 Aa a means of further assistance to personnel the following 
classification guide lines have been established « Banwsnbor they are only 
oral in nature and that the classification of any given item oust be 
established solely on its can merit a o Utilization of these guide lines can 
only be done through analogy, comparison and evaluation,, in any event the 
classification of a given item of information, such as training publications, 
b, 30UW OH m OWN BERKS. EO 3 g 3(hM2) ^ ^ 

SECTION II - TOP SECRET OOPBKIRD ^CcvTgUO&.-{ -EL^ 
The following types of information are to be classified TOP SECRET 
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in oodee or ciphers of high security grading* •Ssceptiuis vwuld be 
stud sepeuatalfo ’ 

3o Intelligence which can be identified as resulting from the study of 




6o Traffic intelligence involving such combinations of cryptanalysis end 
traffic analysis whose value is so great that security of contents becomes the 
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The following types of information are to be classified TOP SECRET* 
lo The detailed mission of a COEXIST agency or a wstfor component thereof* 
2<s The existence of pe&oetime collaboration in OOMBJT matter? between 
U« So agmoies and other foreign gotrexments, except fcr-O* K», CanadQw^aadcn, 



asdev 



Aeetr. 



ralla|^coilabS^33ai which will be classified SECRET* 

3* Intelligence derived from the cryptanalysis of high-grade foreign 



cryptosystems 



+<* vie***. 



tf-mr-IiP, provided the reference cannot lead to 

fiipe* x%m tLb+*Q W Cimbuc^ 
dfio systems involved* * (See exceptions, paragra pfcCjfJ, ' 



inferences as to the specific systems involved* ^ (Soe exceptions, paragraph^, \ 
Section II - TOP SECRET CODEWORD and paragraph 12, Section VIZ » DECLASSIFIED*) 
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The foliosing types of information are to be classified SECRET CODEWORDS 
1* Traffic intelligence derived from the analysis of foreign ccronunic&- 



tions after 2 September 1945c 
2o Texta information* 



EO 3.3(h)(2) 

PL 86-36/50 USC 3605 



3* Intelligence which can be identified as resulting from study of 



| except as noted in paragraph 5* Section II - TOP SECRET CODEWORD* 

4* Cryptanalyticii intelligence produced from Category II cryptosystems* 
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3BCTI0N 7 - SECRET 

The following types of inforaaticn are to he classified SECRET; 

1. Intercept aasigruaentso 

2o Intercept and D/? plans and over-all operational effectiveness of 
intercept and D/F organisation as a whole* 

3* General reference to the fact of ciyptanalytic success against low- 
grade enemy military cryptosystems daring World War II and the Korean conflict, 
without any detailed description of the crypfcsnalytic methods usedo 

4» Details of traffic analysis as applied to enemy coaamrioationa dur- 
ing World ffer II o 

5 */l}e£6ri|^iMr s ^fJpMl5fr opfcrata^i^w* 
6 0 Detailed listing and location of US Service operated COHINT intercept 
station So 

?• Existence of peacetime collaboration between the US (NSA), UK (GCHQ), 
Cenada (CBNHC), and Australia (DSB) in the COMIST field* 

So Codewords (current and obsolete) applicable to Category U COKENTo 
9« Information relating to an entire system of cryptologic (N/D) oquip- 

MCJ.lt o 

10 * 

11* Disclosures of both the identity and details of the cryptanalysis of 
low-grado eneeor military cryptosystems during World War II* 
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The following typos of information are to be classified CONFIDENTIAL: 
lo Association of operational COMINT function* with specific activities 
and organizations by name (except as provided under paragraph 1, Section VII 
- UNCLASSIFIED) q 

2o General statements pertaining to the operational effectiveness 
of individual intercept and D/? stationso 

3» Intercepted raw traffic that shows no evidence of "processing* for 
COHINT purposeso Processing does not Include case notations, frequencies, or 
call signs o 

4o Intelligence relating to D/F mission assignuaents, bearing reports 
and fix reports (i.e«, target frequencies, call-signs, "piped signals," 
other signal information, bearings and fixes), provided that no complex 
changing callsign systems are includod» 

5« The terns "United. States Communication Intelligence Board" and 
**U« So Communication Security Board" ( abbreviation s "USCIB" and "USCSB” and 
the abbreviations for their stsfocceanittees are unclassified) o 

60 Plaintext tactical or operational traffic provided that no interpre- 
tations of complex changing callsign systems, enciphered map references, or 
results or advanced traffic analysis are included 0 Thin material shall 
Include local procedural and local grid and zone systems used for artillery 
direction, tactical control and movement of front line unite, early warning 
and exercise of tactical combat control of aircraft o 
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7<> Intelligence derived from unalyais of radar tracking reports 
and visual observation roporta as found in tactical or operational traffic, 
provided that enciphered aircraft typo designations or interpretations of 
complex changing callsign systems are not included o Inclusion of local 
grid or sene references, local procedural cedes used for brevity and plain 
text interspersed with cover words is peradssibleo 

So OQMBiT concerning weather derived from the sources described in 
paragraphs 6 and 7 $ above© 

9» Special Intelligence frcei Naval tactical maneuvering codes and 
brevity codes » 

10 * Special cryptologic features of and magnitude of effort with 
computers* 

Ho Detailed references to, and description of, cryptanalytie success 
against specific military cryptosystems used by foreign powers between 
11 November 1918 and 1 September 1939, and not used since., 

IP.o Intelligence derived from the cryptanalysis of the 



between 31 November 1918 and 1 Septem- 



ber 1939 o 



13o The extent of collaboration in CAN/UK/US COMSEC matters,, 
14° The extent of production of crypfeoeatoriel for NATO use<> 
15* The fact that KSA is assi^ed specific 
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16 » Diagrams and descriptions of COMSAT and COMSBC coaemmleation 
networks or related communication plane including cryptographic arrange- 
meats except where highor classification is Justified by the listing of 
sensitive intercept station 3 c 

/ 

17 o Consolidated listings and records of cryptcoateriala and crypt o- 
holdings by short title., 

ldo The broad outlines of Operational Traffic analysis processeso 



19 & Relationship with CIA and other consumers in the field of OOSONTo 



SECTION VII - UNCLASSIFIED 
The following types of information are Unclassified? 

lo Association of N3A with cryptology,, COMINT or OOMSEC and the service 
cryptologic agencies — providing such association in no way adversely affects 
the missions of the agencies concern ode 

2* Association of NS A with authors of technical papers on matters already 
in the public domain., 

3. The terms NSA Field Activity Par East (NSAFE), NSA Field Activity 
Europe (NSAEUR), NSAAL, N3AUK, NSA-Field Unit 1 (FU/PAC) and NSA Field Unit 2 
(FU/LANT). 

4* Civil Service Job Titles and NSA 'K^Lification Standards Ksnual«.> 

5. N3A*s possession of or interest in computers or rapid analytical 
machinery, except as noted in Paragraph 10 under Section 71 - CONFIDENTIAL* 

6* Specific components of equipment under research, if use of component 
is not revealed* 
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7o Report of inspection trip to uncleared company that Is a prospec- 
tive contractor, if no mention is made of actual applications of components® 

t 

8 , Short titles, cover names, and code words o (See the following 
exceptions s Paragraph 4, Section HI - TOP SECRET: paragraph ©, Section 7 - * 

SECRET} paragraph 10 Section 7 - SECRET, and paragraph 17, Section 71 - 
CONFIDENTIAL® ’• 

l 

9* Cosaamicationa giving a person’s security clearance and type of 
indoctrination.) 

10« Projects number and titles used in Justification for purchase of ■ 

materials whan no technical usage is specified,, 1 

Ilf, Detailed reference to, and description of, cryptanalytic success 
against World War 1 military cryptosystems,, 

12o References to intelligence derived from cryptosystems in which ' 

successful cryptanalysis has already been revealed by official U« So action 
(e.g«, the Congressional investigation of the Pearl Harbor attack) o 

13 <» Any reference to intelligence or cryptanalytic success against 
operational cryptosystems as disclosed by foreign publications appearing in 1 

the public domain® These references should be accompanied for the purpose 1 

of clarity by the source and be without further elaboration or amplification.* 

14o The fact that NSA produces and procures crypt cmaterial including 1 

rotors, key lists, one-time tapes, one-time pads, codes, discs and other broad 
categories of keying materials, and employs special equipment to produce ! 

scro of this material.* 

15 o The fact that the US collaborates with other NATO powers on COftESC 
matters® ' 
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lo CATEGORY I 
Ao Assigned 



3.3(h)(2) 
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3« n/f mission aoaignasnto, bearing reports and fix reports as 
sat forth in subparagraph 2a, Annaocure 31, Revised Appendix OXUSA Agree- 
rant* 

Bo Suitable for Assignment to Category I - 

Other plaintext, traffic intelligence or crypt intelligence as j 
set forth in paragraph 2, Annaomro Bl, Revised Appendix n B n o 

Ho 8ASW3LM 

A* Assigned - 

1* All traffic intelligence including plain text except that specif! 
oally assigned to Categories I or III herein D 

2o Crypt Intelligence produced from the cryptosystems listed in the 
attacked Annex lo 

$» Freely available privacy and brevity systems such as canaareiAl 

codes* 

f land TDJAo 



lb* Traffic intelligence derived freed 



Bo Suitable for assignment to Category II - 

Crypt intelligence produced free the cryptosystems listed in 
the attached Ames 2o 
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III. CATEGORY IH 



A. All crypt intelligence produced fraa. c^rptosysteffis ether than 

5 J L 33 

theso listed for assigns ant to Category II afrsm 0 



B. Traffic intelligence based in whole or in part on the analysis 



or use of identifications and other data derive! frosi Category HI COMJKT. 




OQMINT based on traffic obtained frcm sosa^a^-the^BaSLStence* of 
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